No. 0311

The Embassy of the United States of America presents its compliments
to the Ministry of Foreign Affairs, Economic Development, International
Trade, Investment and Commerce of the Federation of Saint Christopher
and Nevis and has the honor to share information regarding malicious DPRK
cyber activity and would like to provide Saint Christopher and Nevis with
information on this threat so that governments can protect themselves
against potential cyber operations. The DPRK poses a significant and
growing cyber threat to the global financial sector, remains a cyber
espionage threat, and retains the ability to conduct destructive cyber
operations — all of which threaten cybersecurity, economic security, and

national security.
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No country is immune to DPRK cyber threats that target infrastructure
globally. The United States looks forward to working with the Government
of Saint Christopher and Nevis on this important issue. Additional
information is enclosed.

The Embassy of the United States of America avails itself of this
opportunity to renew to the Ministry of Foreign Affairs, Economic
Development, International Trade, Investment and Commerce of the
Federation of Saint Christopher and Nevis the assurances of its highest

consideration.

Enclosures:

As stated.

Embassy of the United States of America,

Bridgetown, March 22, 2023.



