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INTERNET ESC i(@%[/ SCAMS

What are Internet Escrow Scams?

¢  Phishing for Credentials:

¢ Virtual asset misuse:

¢ Use of remote desktop applications:

Escrow business is utilized when funds are held by an impartial, respectable and jointly-appointed third party.
The escrow agent will transfer the funds only when the counterparties agree on the satisfactory quality of the product
or service. Internet Escrow Scams involve fraudulent schemes where scammers impersonate legitimate escrow ser-
vice providers targeting unsuspecting buyers or sellers into fake transactions. Scammers often create realistic-looking
websites or emails to deceive victims. These scams exploit trust, leading to financial losses.

Recognizing these scams is crucial for your protection!

Key Examples of Internet Escrow Scams and the FATF's Findings:

1
¢ Phony Escrow Services: | What to do if you encounter a suspected Online

Scammers create fake online escrow websites or use, Escrow Scam?

legitimate-looking platforms to trick buyers and sellers | L.
i ¢ Report the incident: Contact your local Regulatory and

into sending  payments  for non-existent goods or) Law Enforcement Authorities. File a Suspicious

services. Transaction Report (STR).
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¢ Non-Delivery of Goods: |, ¢ Exercise caution: Verify any requested escrow services by
1

going directly to the company's official website to find

Scammers posing as sellers use fake escrow services to | L . . .. .
| legitimate contact information, not from suspicious emails.

gain buyers' trust. Once payment is made, goods or:

services are never delivered. Compliance teams must ¢ Beware of direct requests for payment: Be
suspicious of any request to send funds via virtual assets or
payment services rather than through a trusted, established
escrow provider.

track transaction patterns and flag discrepancies between

payment and delivery records to prevent such scams.
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Scammers impersonate escrow services to phish for

login credentials. They then access accounts to steal Definition of Internet Escrow Scams

funds.  Compliance  officers  should  implement :
Key Examples of Escrow scams and the

|
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multi-factor  authentication and educate users on! FATF’s Recommendation

recognizing phishing attempts to mitigate such risks.
Red Flags and Protection Measures
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Criminals can use virtual assets, such as Bitcoin, to move Statistics on reported Escrow Scams

illicit funds through Cyber-enabled Fraud Cases, making

it more difficult to trace.
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Some fraudsters instruct victims to install remote desktop :
software, which allows criminals to gain unauthorized:
access to their devices and transfer funds without theiri
I
|

knowledge.




Recommendations from the FATF report regarding Prevention of Cvber Scams:
¢ Enhance collaboration:

Foster closer ties between public and private sector entities to better detect and prevent these crimes.

¢+ Improve domestic coordination:
Strengthen collaboration among various agencies within a country to tackle cyber-enabled fraud more
effectively.

¢+ Promote awareness and vigilance:
Educate the public and businesses about the indicators of these scams to help them identify and avoid
falling victim.

+ Facilitate reporting:
Encourage and facilitate the reporting of these crimes to relevant authorities to aid in investigations and
disruption of criminal networks.

How to identify Red Flags and employ Protection Measures from Escrow Scams:

Identifying Red Flags: N Protection Measures :
¢ Recognizing red flags can help prevent “:w ¢ Prevention requires vigilance. Always use
escrow ~ scams.  Inconsistencies  in trusted and verified escrow services provided by Licensed
communication, such as poor grammar or vague . ; .
. L L and reputable Escrow Service Providers. Research their
details, often indicate fraudulent activities.

Always scrutinize unexpected requests. reputation and credibility. User reviews and testimonials

can provide insights into their reliability.

¢ Verify URLs and contact information. Authentic
escrow services maintain professional online presences.
If anything seems off, conduct due diligence.
Confirm legitimacy through independent research and

cross-referencing.

¢ Stay informed about common scam tactics. Education
empowers individuals to recognize deception. Report
suspicious activities to the Financial Intelligence Unit
(FIU). Collective awareness helps dismantle fraudulent
networks. Stay proactive in safeguarding transactions!

Statistics of Cyber Scams at a Glance:

These statistics highlight the ongoing threat of escrow scams and the importance of vigilance and proper security measures to
protect against them. Escrow scams can occur in both online and offline scams but online scams are most prevalent!

¢ Phishing is the most common form of cyber crime, with an estimated 3.4 billion spam emails sent every day.

¢ Escrow Scams: Approximately 46.8% of transactions on a portfolio of approximately $80 billion had issues leading to a risk
of Wire and Title Fraud in Q1 2025.

¢ Wire Fraud: Approximately 95% of Title and Escrow Professionals consider wire fraud to be the biggest risk to their

business.
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