Treasury Sanctions Malware and Infrastructure
Providers Supporting Ransomware Attacks Against
Americans

Today, the Office of Foreign Assets Control (OFAC) is designating two individuals and one
entity enabling ransomware actors’ and other cybercriminals® malign activities, notably
ransomware attacks against Americans. These include First VPN Service (1VPNS), a
virtual private network (VPN) provider selling services to ransomware groups, and its
administrator, Dmytro Rashevskyi (Rashevskyi). OFAC is also designating Yegeniy
Vladimirovich Silayev (Silayev), an individual who sells “cryptors,” which are tools used to
disguise ransomware and other malware as safe programs to prevent security systems from
detecting or deactivating them. Ransomware groups utilizing these individuals® services have
caused billions of dollars in losses to U.S. businesses and critical infrastructure providers.

“Under President Trump’s leadership, Treasury is using every available tool to disrupt the
cybercriminal ecosystem and protect the American people,” said Gene Lange, who is
performing the duties of the Under Secretary for Terrorism and Financial Intelligence. “We
will continue targeting the actors who enable ransomware attacks against Americans and our
critical infrastructure.”

1VPNS: VPN SERVICE ENABLING RANSOMWARE OPERATIONS

IVPNS is a VPN provider whose principal clients include ransomware actors and other
cybercriminals. VPNs, which allow users to encrypt their internet traffic and hide their
computers” true location, have legitimate uses for privacy and security, but can support
malicious activity if misused. Numerous ransomware groups have purchased infrastructure
from 1VPNS, which they have leveraged in attacks on U.S. companies and institutions—
including to hide the origins of their attacks, deploy malware, and manage exfiltrated data.
Victims of ransomware attacks that involved the use of 1VPNS infrastructure have included
U.S. businesses, financial services companies, hospitals, and municipal governments.

IVPNS and its administrator, Rashevskyi, have provided this technological support to illicit
actors. Since 2014, IVPNS has advertised its services on multiple online cybercriminal
forums, stating that it does not keep logs of users’ identities or activities, and that it refuses to
cooperate with law enforcement investigations into illegal activity originating from the
servers it rents to customers. Rashevskyi has used false identities, including “Maksim Sorin”
and “Roman Chabanenko,” to buy infrastructure from companies that might otherwise refuse
to do business with him because of complaints of abuse from internet service providers about
illegal activity originating from 1VPNS servers.

OTHER ENABLERS OF THE CYBERCRIME ECOSYSTEM

In addition to IVPNS and Rashevskyi, OFAC is designating Silayev, a Belarusian national
and a cryptor provider who has supplied encryption and obfuscation services to ransomware
operators targeting U.S. and allied entities. Unlike legitimate encryption tools, which are
designed to protect data and the privacy of the people that own it, cryptors are built
specifically to make malware stealthier and more effective by disguising it as harmless files.



As a result of today’s action, all property and interests in property of the designated or
blocked persons described above that are in the United States or in the possession or control
of U.S. persons are blocked and must be reported to OFAC. In addition, any entities that are
owned, directly or indirectly, individually or in the aggregate, 50 percent or more by one or
more blocked persons are also blocked.
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